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9/11 and the FBI: The Organizational 
Roots of Failure 


AMY ZEGART 


Public discussion about the 11 September 2001 terrorist attacks has 
focused on the human causes of tragedy — on individual mistakes, 
failures of leadership, and the power plays between intelligence officers 
in the field and policymakers in Washington. But closer examination of 
the FBI suggests that organizational weaknesses are the root cause of 
poor agency performance. Longstanding deficiencies in the FBI’s 
organizational structure, culture, and incentive systems proved 
crippling in the 1990s, when the Cold War ended and the terrorist 
threat emerged. These lingering weaknesses ultimately prevented the 
bureau from capitalizing on 12 separate opportunities that might have 
disrupted the 9/11 plot. 


On the night of 11 September 2001, as the World Trade Center lay 
smoldering nearby, an anguished New York FBI agent tested a hunch.' He 
submitted the name of hijacker Khalid al-Mihdhar to the Bureau’s 
information technology center to see what a search of public records would 
uncover. Within hours, the agent received al-Mihdhar’s correct address in 
San Diego.” 

Although the FBI had just 19 days to find al-Mihdhar and his colleague, 
Nawaf al-Hazmi, before they hijacked flight 77 and crashed it into the 
Pentagon, time was not the FBI’s greatest impediment. The FBI was. It turns 
out that al-Mihdhar and al-Hazmi were hiding in plain sight, using their real 
names on rental agreements, travel documents, bank accounts, credit cards, 
auto insurance, and telephone listings.* The two terrorists also were operating 
right under the FBI’s nose, living with an FBI informant* and making contact 
with several targets of past and ongoing FBI counterterrorism investigations 
in San Diego over a period of several months.° None of this information was 
known before 9/11, however, because the FBI was not searching for it. No 
FBI official ever asked the San Diego field office, or the Bureau’s 55 other 
US field offices, to query informants or check records for connections to the 
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two operatives. Nobody asked the FBI’s own white collar crime unit or the 
Treasury Department’s financial crimes enforcement network to search their 
databases for credit card and bank information, steps that helped quickly 
identify nearly all of the 19 hijackers soon after the attacks.° And nobody in 
the Bureau notified the Federal Aviation Administration (FAA) to include al- 
Mihdhar and al-Hazmi in the FAA’s August 2001 security directives which 
warned that terrorists might be traveling on commercial airlines and directed 
that anyone listed in the advisory be subjected to detailed searches of their 
persons, carry-on bags, and checked luggage before boarding.’ Instead, the 
manhunt for the two terrorists was assigned to a single FBI office, New York. 
It was designated a low priority intelligence investigation rather than a high 
priority criminal investigation. It was labeled ‘routine’,* the lowest level of 
precedence.” And it was given to a junior agent who had never led an 
intelligence investigation before.'° When al-Mihdhar and al-Hazmi boarded 
the airplane on the morning of 11 September, the FBI was nowhere close to 
finding them.'! 

What went wrong? At first glance, the answer appears to be just about 
everything. Probing more deeply, however, reveals that the keystone cops 
picture described above — with seemingly incompetent individuals making 
one bad decision after another — is misleading. The real picture is worse. The 
failed manhunt for the two hijackers was not an isolated mistake nor the 
result of individual errors, but the product of three deeper and more in- 
tractable organizational deficiencies: (1) structural weaknesses dating back 
decades that prevented the Intelligence Community from working as a 
coherent whole and kept the Bureau from knowing what it knew; (2) perverse 
promotion incentives that rewarded officials for all of the wrong things; and 
(3) cultural pathologies that led the FBI to resist new technologies, ideas and 
tasks. These organizational deficiencies prevented the Bureau from capitaliz- 
ing on 12 separate opportunities to penetrate and possibly thwart the 11 
September attacks. !* 

I turn first to organizational problems, examining the weaknesses in the 
FBI’s structure, culture and incentive systems that arose during the Cold War 
and became debilitating in the 1990s, when the Soviet Union collapsed and a 
new terrorist threat emerged. Next, I detail the 12 specific opportunities that 
the Bureau had, and missed, to disrupt the 9/11 plot, and show how in each 
case, failures of performance stemmed from failures of organization. Khalid 
al-Mihdhar and Nawaf al-Hazmi began their journey by evading CIA 
surveillance abroad and ended it by escaping FBI detection at home. The two 
terrorists needed no fancy driving, fake names, or clever schemes to succeed. 
They needed only for the CIA and FBI to conduct business as usual. The 
crippling organizational weaknesses of both agencies during the 1990s left 
the United States vulnerable to catastrophic terrorist attack. 
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STRUCTURAL DEFICIENCIES: LEAVING GAPS, BUILDING 
FIEFDOMS 


The FBI faced structural problems on two fronts. Externally, the Bureau was 
caught in an Intelligence Community that artificially divided intelligence 
responsibilities by geography, leaving huge gaps in coverage. The CIA and 
other agencies were responsible for tracking terrorists abroad, while the FBI 
was supposed to watch them at home. Nobody, however, was clearly 
responsible for monitoring the communications or movements of suspected 
terrorists between the United States and foreign countries. The result was that 
terrorists could operate seamlessly across borders but the US Intelligence 
Community could not. 

The Bureau’s traditional law enforcement mission exacerbated these gaps. 
The Federal Bureau of Investigation was established by US Attorney General 
Charles Bonaparte in 1908, nearly 40 years before the CIA, to investigate 
possible violations of US federal laws on US soil.'* Although the Bureau 
eventually assumed responsibility for counterintelligence and counterterror- 
ism — rooting out foreign spies and terrorists operating inside the United 
States — and briefly collected intelligence in Latin America during World 
War II, FBI officials never considered intelligence their core business, and 
other officials never considered the FBI a major part of the Intelligence 
Community.'* Such views were understandable. Spies stole secrets, operated 
abroad, and worked in the shadows of the law; Hoover’s special agents, by 
contrast, were supposed to catch criminals at home and operate in the light of 
day, granting suspects all of the liberties and procedural protections 
guaranteed by the US Constitution. The FBI was considered so peripheral 
to intelligence that, before 9/11, the CIA neglected to put the Attorney 
General on its distribution list for the President’s Daily Brief, the most 
important Community-wide current intelligence report.'* 

At the same time, the Bureau’s internal structure was highly decentralized, 
with power concentrated in 56 local field offices, each run by a Special 
Agent-In-Charge (SAC).'° Field offices existed from the Bureau’s incep- 
tion.'’ But it was legendary Director J. Edgar Hoover who expanded and 
institutionalized the field office system during his 47-year reign. Between 
1924 and his death in 1972, Hoover initiated the practice of evaluating field 
office performance based on quantifiable statistics such as the number of 
arrests and convictions produced. He standardized forms and processes across 
the different field offices. And the FBI Director held SACs directly 
accountable for the work and mistakes of their subordinates.'* By the 
1990s, field office primacy had become so engrained that some joked the FBI 
consisted of ‘56 field offices with a headquarters attached’.'? It is fair to say 
that when the Cold War ended, the FBI was less a single agency than 56 
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loosely connected agencies, each of which set its own priorities, assigned its 
own personnel, ran its own cases, followed its own orders, and guarded its 
own information.*° As former Attorney General Richard Thornburgh put it, 
the FBI’s traditional system was one of ‘decentralized management of 
localized cases’.”! 

Such a structure was well suited for prosecuting individual criminal cases 
and responding to local law enforcement priorities throughout the Cold War. 
But it was poorly designed for managing a coordinated national counter- 
terrorism program. After 9/11, the FBI admitted that its traditional field office 
structure ‘had a number of failings’. Among them, information tended to 
become ‘stove-piped’ in individual offices rather than pooled or assessed in a 
coordinated fashion; offices could (and did) pursue their own cases and 
ignore national priorities such as counterterrorism; and the system left even 
senior FBI officials in the dark, unaware of what their own agents knew or did 
and unable to coordinate FBI activities with other US government agencies.” 


CULTURAL PATHOLOGIES 


Grafted onto these structural weaknesses was a law enforcement culture that 
had taken root during eight decades spent pursuing the same mission. 
Everything in the Bureau, from the photographs of award-winning agents 
placed outside the director’s office to new agent training programs, reinforced 
the idea that agents were supposed to be reactive, case driven, and conviction 
oriented, working cases one by one and protecting information for use in trial. 
Indeed, even throughout the 1990s, the bureau continued to give its most 
important reward, recognition, overwhelmingly to agents steeped in the 
bureau’s traditional law enforcement mission. Between 1992 and 2001, 92 
FBI officials received Presidential Rank Awards, the federal government’s 
highest civil service honor. The vast majority of recipients were recognized 
for their accomplishments in criminal investigations. Only 14 awards went to 
officials involved in counterterrorism and counterintelligence, and the 
majority of these recognized outstanding reactive work — investigating past 
attacks and events — rather than proactive efforts to prevent future tragedy.”* 

Here, too, J. Edgar Hoover left an indelible imprint. For decades, Hoover 
worked assiduously to develop a culture and image of FBI agents as men of 
action, both inside and outside the Bureau. Hoover became a public relations 
machine, offering cooperation only with those producers and reporters who 
portrayed the FBI in a positive light.°* By the 1930s, Hoover’s G-men 
appeared on everything from bubble gum cards to the big screen.”° In 1935 
alone, 65 movies featured the FBI. All of them glorified FBI agents as 
intrepid heroes, guns in hand, who worked the streets to solve crimes and 
always got their man.”° This image took strong hold inside the FBI as well. 
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For an ambitious FBI agent, the goal was to work a criminal case, not sit 
behind a desk. One unintentional consequence of this action culture was an 
aversion to technology and analysis — an aversion that would prove disastrous 
during the 1990s. After the 9/11 attacks, one veteran agent described the 
prevailing old-school FBI attitude as, ‘real men don’t type. The only thing a 
real agent needs is a notebook, a pen and gun, and with those three things you 
can conquer the world’.*’ 

For years, this law enforcement orientation served the Bureau well. The 
problem came when the Cold War ended and counterterrorism required a 
radically different approach. Suddenly, agents who had devoted careers to 
investigating past tragedies were supposed to prevent them. Officials were 
expected to work across cases rather than within them. An organization 
geared to guarding information was now supposed to share it. And the most 
highly prized result was no longer a conviction, but a non-result: the absence 
of terrorist attack. The Bureau’s new counterterrorism mission required 
radical shifts in how everyone from street agents to senior officials viewed 
their jobs. It was all too much, too fast. When the terrorist threat emerged, the 
law enforcement culture that had been one of the FBI’s greatest strengths 
became one of its greatest liabilities. 


MISPLACED INCENTIVES 


Organizational incentives reinforced these cultural pathologies, encouraging 
agents to focus on traditional criminal work instead of counterterrorism and 
spend their time solving individual cases rather than analyzing broad trends. 
As one blue-ribbon commission noted in 2005, ‘Law enforcement work has 
long been the surest route to professional advancement within the Bureau’.”* 
It did not take much for new FBI agents to realize that criminal cases offered 
the fast track to success. The Bureau’s new agent training course devoted just 
28 out of 680 hours to counterintelligence and counterterrorism.” Resources 
overwhelmingly supported criminal work at the expense of counterterrorism. 
And plum assignments such as managing FBI field offices far more often 
went to agents from the Criminal Division than anywhere else.*° As one 
former FBI agent put it, “Counterintelligence and counterterrorism was a 
dumping area for problem children in the late 80s and early 90s’.! 
Incentives also discouraged analysis. Because success was determined 
primarily by criminal case statistics, analysts were considered second-class 
citizens, non-essential employees who could be transferred away from 
strategic analysis to do just about anything that supported case work, 
including answering phones and emptying the trash.** Before 9/11, FBI 
personnel policies expressly prohibited analysts from being promoted to 
senior positions.** The Bureau had no dedicated career path for analysts.** 


Downloaded by [University of Nebraska, Lincoln] at 12:33 26 November 2015 


170 INTELLIGENCE AND NATIONAL SECURITY 


Nor did it have any ‘professional reports officers’, positions that were 
considered vital in intelligence, to assess and disseminate information from 
the FBI to other agencies.*° As an old FBI joke put it, there were only two 
kinds of people in the Bureau: agents and furniture. 

At the same time, the Bureau’s computer inadequacies made it extremely 
costly for agents to conduct their own analysis. As the 9/11 Commission 
concluded in a staff statement, ‘The FBI did not have an effective system for 
storing, searching, or retrieving information of intelligence value contained in 
its investigative files’.°° With billions of records kept in paper files,*” com- 
puters so old that it took 12 commands to store a single document,** different 
databases that could not perform integrated searches,*’ and email so un- 
reliable that messages often went unread,*° even agents interested in 
connecting the dots between cases could not make headway easily. 

In sum, when the Cold War ended in 1991, the FBI was a fully developed, 
83-year-old organization with a well defined and stable law enforcement 
mission codified by law, a highly decentralized field office structure, and a 
powerful organizational culture that prized loyalty and action above analysis 
and technology. 


THE MANHUNT REVISITED 


These organizational weaknesses go a long way toward explaining why the 
FBI conducted such a half-hearted effort to find al-Mihdhar and al-Hazmi 19 
days before 9/11. From the outset, the Bureau’s decentralized structure 
ensured that what should have been a nationwide effort was instead the focus 
of a handful of people in a single FBI office. This particular case was not 
bungled. It was handled like every other: assigned to a lead FBI field office 
for investigation with little central oversight or coordination from head- 
quarters.*! 

Culture also played an important role. It turns out that the FBI analyst who 
requested the manhunt actually believed the matter had some urgency. She 
was so worried about finding al-Mihdhar, in fact, that she called an agent in 
New York’s bin Laden squad to alert him even before finishing her formal 
request. This was something she had never done before.” A few days later, 
she sent him an e-mail urging, ‘I ... want to get this going as soon as 
possible’.*? In addition, when another counterterrorism agent pressed to have 
the manhunt opened as a full-scale, high priority criminal investigation, she 
explicitly considered the matter and sought legal advice. Yet she ultimately 
assigned the manhunt the lowest possible priority: a ‘routine’ intelligence 
case. Why? 

The answer lies in pervasive attitudes and beliefs, not individual errors. Like 
nearly all FBI officials, the analyst believed that criminal investigations — 
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which are designed to solve past crimes — took precedence over intelligence 
investigations designed to gather information about possible future attacks. 
After 9/11, the analyst told Justice Department officials that although she 
considered finding al-Mihdhar to be important, this investigation was ‘no 
bigger’ than any other intelligence investigation at the time.** Good instincts 
led the analyst to take unusual steps to expedite the search, but old attitudes 
prevailed: when pressed to prioritize the manhunt relative to the Bureau’s 
traditional law enforcement work, she put down ‘routine’. 

Culture also explains why the analyst mistakenly designated the manhunt 
an intelligence investigation. Here the question involved ‘the wall’, a set of 
laws and internal guidelines that regulated information sharing between two 
types of counterterrorism cases: criminal investigations seeking prosecution 
for specific past attacks and intelligence investigations seeking information 
about potential future attacks. In reality, the legal barriers to passing 
information across this divide were low. However, over time, the Bureau’s 
penchant for protecting information for trial had twisted reality, fostering the 
widespread belief that criminal and intelligence cases had to remain separate. 
In August 2001, the FBI analyst, her supervisor, and an FBI legal expert all 
believed that they were not allowed to authorize a full scale criminal 
investigation to find the terrorists because the original tip about al-Mihdhar 
had come through intelligence channels.** They were wrong.*® And they 
were not alone. Attorney General Janet Reno told the 9/11 Commission that 
information sharing problems throughout her tenure were rampant, severe, 
and stemmed from ‘agency culture and lack of understanding’.*” 

Incentives, finally, made everything worse. Although the New York field 
office had unparalleled experience in terrorism cases, even there most 
resources went to investigating past attacks, not thwarting future plots. From 
October 2000 to June 2001, all but one of the agents in the office’s Osama bin 
Laden squad were designated criminal agents who sought to prosecute 
terrorists for crimes that had already occurred.** This left just one person in 
the FBI’s leading counterterrorism office to investigate information about all 
future Al Qaeda plots. It was not considered an attractive assignment. The 
agent described himself as the squad’s ‘leper’, and was overwhelmed with 
work.*”? By 29 August 2001, when New York officially opened its 
investigation of al-Mihdhar and al-Hazmi, a second intelligence agent had 
joined the squad. He had just finished his rookie year in the Bureau, had spent 
less than eight weeks on the bin Laden unit, and had never led an intelligence 
investigation before.*° This junior agent was tapped for the manhunt because 
of his inexperience, not despite it. In an organization where convictions made 
careers, finding and interviewing two potential terrorists went to one of the 
office’s least experienced investigators because it was one of the least 
desirable jobs. 
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In short, the Bureau’s structure, culture, and incentive system made it 
unlikely that al-Mihdhar or al-Hazmi would be found. The decentralized field 
office structure guaranteed that the alarm would be sounded in only one 
place. The FBI’s law enforcement culture ensured that the alarm would be 
muffled by criminal cases and priorities. And incentives promised that those 
with the least experience and expertise would be answering the call. 

These same organizational problems prevented the FBI from capitalizing 
on 11 other opportunities between July and September 2001. 


MISSED OPPORTUNITIES 2 AND 3: THE PHOENIX MEMO 


In May 2001, a veteran FBI agent named Kenneth Williams began reading 
old files to get up to speed for his new counterterrorism assignment in 
Phoenix. He became increasingly alarmed by what he found: a large number 
of Islamic extremists enrolling in Arizona flight schools. Williams himself 
had interviewed one of them a year earlier, in April 2000. The subject had a 
poster of Osama bin Laden in his apartment and said he considered the 
United States government to be a legitimate target of Islam.°' By the summer 
of 2001, Agent Williams realized that his subject was not an isolated case. On 
10 July, he sent a memo to six officials at FBI headquarters*” and two agents 
on different international terrorism squads in the FBI’s New York field 
office? warning that he believed ‘a coordinated effort by Usama bin Laden 
(UBL)’ was underway ‘to send students to the United States to attend civil 
aviation universities and colleges’.°* The memo discussed ten individuals 
who were the subject of FBI investigations.°° It also recommended that the 
Bureau begin compiling lists of civil aviation colleges in the United States, 
establish relationships with those schools, consider seeking authority to 
obtain visa information about foreign flight school students, and, most 
importantly, discuss the issue with other intelligence agencies so that they 
could gather additional information.*° 

The Phoenix memo produced two missed opportunities. The first was the 
chance to alert and engage a broader circle of FBI and intelligence officials 
about the terrorist threat two months before the attacks. Although the memo 
contained no direct warning of the 9/11 plot, it was a timely and outstanding 
piece of strategic analysis that reached across cases, noticed a disturbing 
pattern with potentially serious implications for US national security, and 
recommended specific next steps to involve additional FBI field offices and 
other US intelligence agencies. Instead of reaching a wide array of people and 
triggering additional intelligence collection and analysis, however, the memo 
went nowhere and did nothing. The Congressional Joint Inquiry found that 
Williams’ memo ‘generated little or no interest’ at either FBI headquarters or 
the New York office.°’ It was sent to just one FBI field office, Portland, 
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because one of the ten suspects had a connection to a local case.>* It was 
never forwarded to any managers at FBI headquarters, the CIA, or any other 
intelligence agency.°’ As FBI Director Mueller admitted, ‘the Phoenix memo 
should have been disseminated to all field offices and to our sister agencies, 
and it should have triggered a broader analytic approach’.©° 

Second, the primary person named in the Phoenix memo turned out to be 
an associate of hijacker Hani Hanjour, but he was never investigated before 
9/11. FBI officials now believe that the two men trained in the same Arizona 
flight school beginning as early as 1997, continued meeting there at least until 
2000, and may have reconnected in June 2001 as part of the 9/11 operation. 
But for bureaucratic reasons discussed below, this connection to the plot was 
never pursued before the attacks. The suspect was singled out in the Phoenix 
memo and then lost. 


MISSED OPPORTUNITIES 4 AND 5: ZACARIAS MOUSSAOUI 


One month later, the FBI missed perhaps its best chance to derail the 9/11 
attacks when Minneapolis field agents arrested a French citizen of Moroccan 
descent named Zacarias Moussaoui. Moussaoui has since admitted to being a 
member of Al Qaeda, in April 2005 pleaded guilty to six counts of conspiracy 
to commit terrorism in the 9/11 plot, and in 2006 was sentenced to life in 
prison, becoming the only person convicted in the United States in 
connection with the attacks.” 

The lucky break came on Wednesday, 15 August 2001, when an employee 
of the Pan American International Flight School called the local Minneapolis 
FBI field office about a suspicious foreign student who had paid more than 
$6000 in cash for training on a Boeing 747 flight simulator but lacked all of 
the usual qualifications — including a pilot’s license — and seemed unusually 
interested in the operation of the plane’s doors, take-offs and landings.© 
Minneapolis field agents immediately opened an intelligence investigation, 
interviewed Moussaoui, and concluded that he, along with ‘others yet 
unknown’ were probably plotting to seize control of an aircraft.°* They were 
right. But they then made two crucial errors. First, instead of initiating 
surveillance of Moussaoui, agents quickly arrested him, losing a potentially 
valuable opportunity to uncover intelligence about the plot. As 11 September 
neared and the hijacking teams converged for their flights, Moussaoui was 
sitting in a Minnesota jail. 

Second, Minneapolis field agents spent the next four weeks on a wild 
goose chase trying to get a warrant under the Foreign Intelligence 
Surveillance Act (FISA) to search Moussaoui’s belongings.© They failed 
because they were operating in near total isolation and because FBI 
officials in both Minneapolis and headquarters misunderstood the legal 
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requirements for investigating a suspected terrorist who had not yet 
committed a crime. 

Whether different actions could have resulted in different outcomes will 
never be known. However, this much is clear: when officials searched 
Moussaoui’s belongings after 9/11, they found substantial evidence 
connecting him to Ramzi Binalshibh, one of the core planners of the 9/11 
plot;®° nobody on the Moussaoui case knew about the Phoenix memo which 
could have expedited the warrant and raised questions about a broader Al 
Qaeda operation;®’ and one other FBI field office had a terrorist in custody 
who could have quickly identified Moussaoui as an Al Qaeda member before 
11 September, but was never asked.°® 


MISSED OPPORTUNITIES 6, 7, 8, 9, 10, 1! AND 12: PULSING THE 
SYSTEM AND PUTTING PIECES TOGETHER 


Finally, the FBI missed at least seven opportunities throughout the summer of 
2001 to pulse the system and put the pieces together. In each case, the threat 
of a domestic terrorist attack caught the attention of someone somewhere in 
the FBI, but failed to trigger a broader effort to collect information, share 
information, or take stock of what the FBI already knew. 

The first opportunity arose on 2 July, when the FBI’s Counterterrorism 
Division warned other federal agencies, as well as state and local law 
enforcement agencies, that terrorist attacks in the US could not be discounted 
and recommended that personnel ‘exercise extreme vigilance’ and ‘report 
specific activities’ to the FBI.°° Apparently, however, no plans were made 
inside the FBI to do anything with that information. Three days later, on 5 
July, FBI officials attended a special White House briefing for domestic 
security agencies about terrorist threat reporting, but took no follow-up steps 
to query field offices, meet with informants, or check case files to assess what 
agents across the Bureau might know.’° A third chance came on 10 July, 
when Phoenix Special Agent Kenneth Williams sent his now-famous memo 
to headquarters and the New York office warning that bin Laden might be 
sending Al Qaeda operatives for US flight training. Although Williams asked 
FBI officials to share his ideas with other US intelligence agencies and take 
further steps to uncover links between Al Qaeda and US flight schools, the 
memo triggered no action. Next, on a 19 July conference call with all 56 FBI 
field office heads, FBI Acting Director Thomas Pickard discussed the 
heightened terrorist threat level, but instead of asking for information or 
analysis about potential plots, he asked all field offices to have their evidence 
teams ready to deploy after an attack.’! Pickard telephoned field office heads 
again between 9 and 31 July to discuss their performance evaluations.’* Once 
more, he discussed the need to focus on terrorism. Again, however, he 
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directed no proactive investigatory or analytic efforts. The vast majority of 
field office personnel said they did not perceive any sense of urgency.”* Next, 
on 15 August, news of the arrest of Zacarias Moussaoui was deemed 
important enough to reach the Director of Central Intelligence, but was never 
disseminated to FBI field offices or relayed to senior officials in the FBI’s 
own Counterterrorism Division.”* Finally, on 23 August, when headquarters 
officials learned that suspected Al Qaeda operatives Khalid al-Mihdhar and 
Nawaf al-Hazmi had probably entered the United States, no steps were taken 
to determine whether the two might be connected to a broader network or 
plot. 

At each of these junctures, various officials inside the FBI had pieces of 
information that could have prompted a more concerted investigation but did 
not. Field offices were not directed to review files or contact informants for 
possible clues to a terrorist plot. Analysts were not tasked to assess what the 
FBI knew. Terrorists in custody were not canvassed. Surveillance was not 
initiated. Resources were not marshaled. Personnel were not alerted. The 
result was that threads went unnoticed and unconnected. To be sure, the 
threads were not ubiquitous or easy to follow. However, the Congressional 
Joint Inquiry concluded that the 9/11 hijackers had numerous links to a 
broader Al Qaeda support network inside the United States that had already 
attracted the FBI’s attention. Specifically, five of the hijackers — Khalid al- 
Mihdhar, Nawaf al-Hazmi, Hani Hanjour, Mohamed Atta, and Marwan al- 
Shehhi — may have had links to as many as 14 extremists known to the FBI. 
Four of the 14 were the targets of active FBI counterterrorism investigations 
while the hijackers were in the United States.’° To give just a few examples: 
one previous target of an FBI counterterrorism investigation housed al- 
Mihdhar and al-Hazmi, co-signed their lease, and held a welcome party for 
them in San Diego;’° another extremist who was the subject of an active FBI 
investigation hired al-Hazmi to work for him;”’ a third, a local imam named 
Anwar Aulaqi’® who was the target of an FBI counterterrorism inquiry at the 
time, became al-Hazmi and al-Mihdhar’s spiritual advisor in San Diego, and 
reconnected with al-Hazmi in Virginia in the spring of 2001.’? These and 
other links, however, were never uncovered before 11 September because the 
FBI never mobilized a coordinated effort to find them. 


THE ORGANIZATIONAL ROOTS OF FAILURE 


Organizational deficiencies prevented the FBI from capitalizing on all of 
these opportunities. First, structural fragmentation created an invisible barrier 
between terrorist investigations at home and abroad that kept one of the 
FBI’s best agents from following one of the most promising 9/11 leads. In the 
summer of 2001, Phoenix Special Agent Kenneth Williams was onto 
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something. He had detected a coordinated terrorist effort to train pilots in the 
US, sent word to headquarters, identified a prime suspect who, it turns out, 
had ties to 9/11 hijacker Hani Hanjour, and opened an investigation on him. 
But because the suspected terrorist happened to be outside the United States 
at the time, the case was quickly closed. What is more, Agent Williams never 
knew that the suspect soon returned to the United States. The reason: once 
FBI targets traveled outside the country, they were considered somebody 
else’s responsibility. Standard FBI operating procedures discouraged agents 
from investigating suspects outside the United States and provided no 
mechanisms for coordinating with other US border agencies to notify FBI 
agents when suspects returned. Structural fragmentation ensured that the trail 
would go cold.*° 

The FBI’s decentralized field office structure proved even more crippling. 
Within a seven-week period, three different field offices uncovered leads to 
the plot. Phoenix identified a connection between bin Laden and flight 
schools, Minneapolis arrested a suspicious Jihadist who wanted to fly 747s, 
and New York began searching for two suspected Al Qaeda operatives. 
Because of the autonomous field office structure, however, none of agents 
working these cases knew about the others,*' and most of the FBI’s 53 other 
field offices did not either.*? As a result, tantalizing clues surfaced, only to 
disappear again. Moussaoui’s belongings went unsearched when a terrorist in 
custody could have identified him from Al Qaeda’s Afghan training camps. A 
New York agent began searching for al-Mihdhar and al-Hazmi in New York 
Marriott Hotels,** completely unaware that the San Diego field office had an 
informant and several other subjects of past and open counterterrorism 
investigations who knew both operatives. 

These and other dots were never connected because the FBI’s organization 
was designed to keep them apart. FBI field offices were built and expected to 
work independently, not together. They were designed to pursue individual 
cases in discrete jurisdictions, not broad plots that spanned the country. And 
they were given broad latitude to operate independently, with little direction 
or oversight from headquarters. This decentralized structure was optimally 
suited for the FBI’s old mission, giving agents great independence to solve 
criminal cases one by one. For counterterrorism, however, it was a setup for 
disaster. 

The FBI’s law enforcement culture also proved debilitating. In all of the 
missed opportunities described above, FBI officials from top to bottom made 
the same kinds of mistakes for the same reasons. They pursued specific cases 
without considering broad trends, favored reaction over prevention, and 
sought to protect information for trial rather than share it. Officials in 
headquarters and New York dismissed the Phoenix’s memo’s strategic 
analysis because it offered little help with current investigations. Director 
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Pickard urged field offices to be ready to respond to an attack, but never said 
anything about taking steps to prevent one. A Minneapolis field agent 
arrested Zacarias Moussaoui because all of his Criminal Division experience 
told him that arresting a suspect would stop the illegal activity — in his words, 
it would ‘freeze the situation’.** It seems the agent never seriously considered 
the possibility that Moussaoui was more valuable under surveillance than in 
jail or that arresting him would freeze the FBI more than the enemy. Finally, 
officials throughout the Bureau misunderstood and misapplied information 
sharing rules — delaying the Moussaoui warrant and depriving the manhunt of 
critical resources — because they were steeped in a culture that erred on the 
side of protecting information so that it could be used in court. The FBI 
missed all of these clues to 9/11 because most officials were viewing events 
during the summer of 2001 as they always had: through law enforcement 
lenses. 

Incentives reinforced the worst aspects of FBI culture, encouraging 
officials to put traditional criminal cases before counterterrorism and opera- 
tional priorities ahead of strategic analysis. For agents interested in rising up 
the ranks, the key was closing criminal cases, not pondering possible terrorist 
attacks. As a result, the best agents usually avoided counterterrorism and the 
best counterterrorism agents usually avoided doing strategic analysis. As 
Agent Williams told Congress, he realized his Phoenix memo would most 
likely go to ‘the bottom of the pile’, because it dealt with the lowest of the 
Bureau’s priorities: longer term analysis in counterterrorism.*° 

Had the memo gone to the top of the pile, moreover, there were no analysts 
capable of doing much with it. By the summer of 2001, years of personnel 
policies that relegated analysts to support staff and prevented them from 
being promoted to senior ranks had taken their toll. The Bureau’s strategic 
analysis unit was ‘on its last legs’,*° with poor quality products and just one 
strategic analyst assigned to handle everything related to Al Qaeda.*” Other 
pieces of information were not put together in the summer of 2001 for the 
same reason: thanks to career incentives, there were very few people who 
could do the job, and even fewer who could do it well.3® As FBI Assistant 
Director for Counterterrorism Dale Watson later told Congress, he found not 
one instance where FBI analysts produced ‘an actual product that helped 
out’.8? 

At the same time, incentives discouraged field agents from connecting the 
dots on their own because the Bureau’s obsolete information technology 
systems made any search for information exceedingly difficult, time 
consuming, and ineffective. When Agent Williams wrote his Phoenix memo, 
for example, he was unaware that the FBI had issued several earlier reports 
expressing similar concerns about terrorists studying at US flight schools 
because the FBI had no central, user-friendly database to search for relevant 
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cases or reports.” Indeed, many agents found FBI computer systems so 
unreliable that they stopped using them altogether.’ These technology pro- 
blems made a bad situation worse. Case agents were already inclined by 
culture and career advancement to eschew broader analysis and concentrate 
on individual cases. The Bureau’s antiquated technology meant that under- 
taking cross-case analysis would require a superhuman effort. 


CONCLUSION 


Everyone has someone to blame for 9/11. Democrats such as former Clinton 
National Security Advisor Samuel Berger and Secretary of State Madeline 
Albright have faulted President Bush and his administration for giving 
terrorism short shrift compared to missile defense and other foreign policy 
issues.”” Republicans, including Secretary of State Condoleezza Rice and 
Vice President Richard Cheney, have charged the Clinton Administration 
with failing to develop an effective counterterrorism strategy and embolden- 
ing bin Laden by responding weakly to earlier terrorist attacks.”* Some, such 
as former Senate Intelligence Committee Chairman Richard Shelby (R- 
Alabama), have laid responsibility squarely on the shoulders of George 
Tenet, who served as director of central intelligence from 1997 to 2004." 
Although different accusers have found different culprits, their point is the 
same: individual leadership failures are the root cause of the World Trade 
Center and Pentagon attacks. 

Attributing failure to individuals is both understandable and dangerous. 
Casting blame after moments of great tragedy is a natural human response, 
makes for good politics, and produces great journalism. No one should be 
surprised that politicians from both parties rushed to accuse and defend, and 
the press rushed to cover them. Even the cottage industry of 9/11 books 
penned by journalists since the attacks has focused almost exclusively on the 
human causes of tragedy, examining the power plays and personalities of 
intelligence officers in the field and policymakers in Washington.°* While 
these accounts have something to offer, they invariably place individuals at 
the heart of the story rather than examining the forces that transcend them. 
They rely on anecdotal evidence rather than studying a single problem in 
systematic detail over a number of years. And they tend to gravitate to 
‘smoking guns’ — a 1995 report sent to the CIA from Philippine authorities 
noting that a captured terrorist had plans to fly an airplane into CIA 
headquarters,”° or an Al Qaeda telephone call intercepted during the summer 
of 2001 that mentions a ‘terrifying’ attack using an airplane?’ — which 
provide ominous and obvious warnings only in retrospect. 

Highlighting the role of individuals is also dangerous because it suggests 
the wrong causes of failure and the wrong remedies to address them. We are 
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left to think that if only the right people had been listened to, if only a few 
important officials had connected a few obvious dots, if only more inside the 
corridors of power had had their hair on fire, tragedy could have been averted. 
As Bob Woodward, the dean of journalistic non-fiction, once wrote: 
‘Decision making at the highest levels of national government is a complex 
human interaction... This human story is the core.’”® 

Actually, the human story is the problem. What is missing from these 
accounts is a sense of context, of the underlying constraints and forces that 
make it likely talented people will make poor decisions. It is easy, for 
example, to blame intelligence officials for overlooking warnings about a 
terrorist attack in an intercepted telephone conversation. It is much harder 
when one considers that several million such conversations are intercepted by 
intelligence officials every day of every week of every year.” Journalists, the 
old saying goes, write the first draft of history. In the case of 9/11, however, 
journalists have provided the only draft of history. The result is that the role 
of individuals in 9/11 has been grossly overstated, while the organizational 
causes of failure have gone largely unexamined. 

My point is not that individual leadership never matters, but that the 
harder-to-see aspects of organizational life — such as training, procedures, 
cultures, and agency structures — often matter more. This is important both 
for our understanding of the past and our expectations of the future. Indeed, if 
individual leadership determined counterterrorism success and failure, then 
fixing US intelligence agencies would be easy. One need only identify the 
few bad apples and toss, or vote, them out. The reality is much worse. Yes, 
individuals made mistakes, but it was the system that failed us. The FBI had 
12 known chances to follow leads that hinted at impending disaster. It missed 
them all. With FBI agents keeping case files in shoeboxes rather than putting 
them into computers, field offices running their own cases rather than 
working together, and even senior Bureau officials viewing the threat through 
reactive lenses, the FBI did not have a fighting chance. 
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